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BACKGROUND

THE DATA PROTECTION ACT 2018 (DPA 2018) MAKES PROVISION FOR THE
GENERAL DATA PROTECTION REGULATION (GDPR) 2016 AND THE EU CRIME
DIRECTIVE 2016 IN TO UK LAW. THE DPA 2018 REPLACES THE DATA
PROTECTION ACT 1998, SUPERSEDING THE LAWS DEVELOPED IN
COMPLIANCE WITH THE DATA PROTECTION DIRECTIVE 95/46/EC. THE
PURPOSE OF THE UPDATED DATA PROTECTION LEGISLATION! IS TO
PROTECT THE ‘RIGHTS AND FREEDOMS’ OF NATURAL PERSONS (l.E. LIVING
INDIVIDUALS) AND TO ENSURE THAT PERSONAL DATA IS NOT PROCESSED
WITHOUT THEIR KNOWLEDGE.

DATA PROTECTION LEGISLATION APPLIES TO ALL DATA CONTROLLERS THAT
ARE ESTABLISHED IN THE UK, WHO PROCESS THE PERSONAL DATA OF DATA
SUBJECTS. IT WILL ALSO APPLY TO DATA CONTROLLERS OUTSIDE OF THE
UK THAT PROCESS PERSONAL DATA IN ORDER TO OFFER GOODS AND
SERVICES, OR MONITOR THE BEHAVIOUR OF DATA SUBJECTS WHO ARE
RESIDENT IN THE UK.

THE INFORMATION COMMISSIONER OVERSEES COMPLIANCE AND
PROMOTES GOOD PRACTICE, REGULATING ALL ORGANISATIONS AND
INDIVIDUALS WHO PROCESS PERSONAL DATA. THIS DATA PROTECTION
POLICY APPLIES TO ALL PERSONAL DATA HELD BY THE SCHOOL. THE
POLICY AIMS TO ENSURE THOSE INDIVIDUALS’ RIGHTS AND FREEDOMS ARE
PROTECTED, PREVENTING PERSONAL DATA BEING MISTREATED OR USED
TO DENY ACCESS TO SERVICES. THE POLICY WILL BE USED TO ENSURE
THAT THE PERSONAL DATA THE SCHOOL HOLDS IS USED FAIRLY AND
LAWFULLY, IN LINE WITH DATA PROTECTION LEGISLATION.

THIS POLICY WILL BE REVIEWED ON A TWO YEARLY BASIS TO ENSURE
THAT IT REFLECTS CHANGES TO EXISTING LEGISLATION, AND ANY NEW
LEGISLATION.

' “THE DATA PROTECTION LEGISLATION” MEANS—
(A) THE GDPR, INCLUDING THE APPLIED GDPR,
(B) DPA 2018, INCLUDING REGULATIONS MADE UNDER DPA 2018, AND

(C) REGULATIONS MADE UNDER SECTION 2(2) OF THE EUROPEAN COMMUNITIES ACT 1972 WHICH RELATE TO THE GDPR OR THE

LAW ENFORCEMENT DIRECTIVE.
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DEFINITIONS FOR THE PURPOSES OF THIS POLICY

FOR THE PURPOSES OF THIS POLICY, THE FOLLOWING DEFINITIONS ARE IN
RELATION TO DATA PROTECTION.

PERSONAL DATA - ANY INFORMATION RELATING TO AN IDENTIFIED OR
IDENTIFIABLE NATURAL PERSON (‘DATA SUBJECT'); AN IDENTIFIABLE
NATURAL PERSON IS ONE WHO CAN BE IDENTIFIED, DIRECTLY OR
INDIRECTLY, IN PARTICULAR BY REFERENCE TO AN IDENTIFIER SUCH AS A
NAME, AN IDENTIFICATION NUMBER, LOCATION DATA, AN ONLINE IDENTIFIER
OR TO ONE OR MORE FACTORS SPECIFIC TO THE PHYSICAL,
PHYSIOLOGICAL, GENETIC, MENTAL, ECONOMIC, CULTURAL OR SOCIAL
IDENTITY OF THAT NATURAL PERSON.

SPECIAL CATEGORIES DATA - PERSONAL DATA REVEALING RACIAL OR
ETHNIC ORIGIN, POLITICAL OPINIONS, RELIGIOUS OR PHILOSOPHICAL
BELIEFS, OR TRADE-UNION MEMBERSHIP, AND THE PROCESSING OF
GENETIC DATA, BIOMETRIC DATA FOR THE PURPOSE OF UNIQUELY
IDENTIFYING A NATURAL PERSON, DATA CONCERNING HEALTH OR DATA
CONCERNING A NATURAL PERSON'S SEX LIFE OR SEXUAL ORIENTATION.

DATA CONTROLLER — THE NATURAL OR LEGAL PERSON, PUBLIC AUTHORITY,
AGENCY OR OTHER BODY WHICH, ALONE OR JOINTLY WITH OTHERS,
DETERMINES THE PURPOSES AND MEANS OF THE PROCESSING OF
PERSONAL DATA.

DATA SUBJECT - ANY LIVING INDIVIDUAL WHO IS THE SUBJECT OF
PERSONAL DATA HELD BY AN ORGANISATION.

PROCESSING - ANY OPERATION OR SET OF OPERATIONS WHICH IS
PERFORMED ON PERSONAL DATA OR ON SETS OF PERSONAL DATA,
WHETHER OR NOT BY AUTOMATED MEANS, SUCH AS COLLECTION,
RECORDING, ORGANISATION, STRUCTURING, STORAGE, ADAPTATION OR
ALTERATION, RETRIEVAL, CONSULTATION, USE, DISCLOSURE BY
TRANSMISSION, DISSEMINATION OR OTHERWISE MAKING AVAILABLE,
ALIGNMENT OR COMBINATION, RESTRICTION, ERASURE OR DESTRUCTION.

PROFILING — IS ANY FORM OF AUTOMATED PROCESSING OF PERSONAL
DATA INTENDED TO EVALUATE CERTAIN PERSONAL ASPECTS RELATING TO
A NATURAL PERSON, OR TO ANALYSE OR PREDICT THAT PERSON'’S
PERFORMANCE AT WORK, ECONOMIC SITUATION, LOCATION, HEALTH,
PERSONAL PREFERENCES, RELIABILITY, OR BEHAVIOR. THIS DEFINITION IS
LINKED TO THE RIGHT OF THE DATA SUBJECT TO OBJECT TO PROFILING
AND A RIGHT TO BE INFORMED ABOUT THE EXISTENCE OF PROFILING, OF
MEASURES BASED ON PROFILING AND THE ENVISAGED EFFECTS OF
PROFILING ON THE INDIVIDUAL.

PERSONAL DATA BREACH (PDB) — A BREACH OF SECURITY LEADING TO THE
ACCIDENTAL, OR UNLAWFUL, DESTRUCTION, LOSS, ALTERATION,
UNAUTHORISED DISCLOSURE OF, OR ACCESS TO, PERSONAL DATA
TRANSMITTED, STORED OR OTHERWISE PROCESSED. THERE IS AN
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OBLIGATION ON THE CONTROLLER TO REPORT PERSONAL DATA BREACHES
TO THE INFORMATION COMMISSIONERS OFFICE (ICO) AND WHERE THE
BREACH IS LIKELY TO ADVERSELY AFFECT THE PERSONAL DATA OR
PRIVACY OF THE DATA SUBJECT.

CHILD — ANYONE UNDER THE AGE OF 13 YEARS OLD. THE PROCESSING OF
PERSONAL DATA OF A CHILD FOR ONLINE SERVICES? ARE ONLY LAWFUL IF
PARENTAL OR CUSTODIAN CONSENT HAS BEEN OBTAINED (THIS DOES NOT
INCLUDE PREVENTIVE OR COUNSELLING SERVICES). THE CONTROLLER
SHALL MAKE REASONABLE EFFORTS TO VERIFY IN SUCH CASES THAT
CONSENT IS GIVEN OR AUTHORISED BY THE HOLDER OF PARENTAL
RESPONSIBILITY OVER THE CHILD.

CONSENT - IN RELATION TO THE PROCESSING OF PERSONAL DATA
RELATING TO AN INDIVIDUAL, MEANS A FREELY GIVEN, SPECIFIC, INFORMED
AND UNAMBIGUOUS INDICATION OF THE INDIVIDUAL'S WISHES BY WHICH
THE INDIVIDUAL, BY A STATEMENT OR BY A CLEAR AFFIRMATIVE ACTION,
SIGNIFIES AGREEMENT TO THE PROCESSING OF THE PERSONAL DATA.

THIRD PARTY — A NATURAL OR LEGAL PERSON, PUBLIC AUTHORITY, AGENCY
OR BODY OTHER THAN THE DATA SUBJECT, CONTROLLER, PROCESSOR AND
PERSONS WHO, UNDER THE DIRECT AUTHORITY OF THE CONTROLLER OR
PROCESSOR, ARE AUTHORISED TO PROCESS PERSONAL DATA.

3. POLICY STATEMENT

IN ORDER TO OPERATE EFFECTIVELY, BUBWITH COMMUNITY PRIMARY HAS
TO PROCESS PERSONAL INFORMATION ABOUT PEOPLE WITH WHOM IT
WORKS. THESE MAY INCLUDE MEMBERS OF THE PUPILS, PARENTS,
CURRENT, PAST AND PROSPECTIVE EMPLOYEES AND SUPPLIERS. IN
ADDITION, IT IS REQUIRED BY LAW TO PROCESS INFORMATION IN ORDER TO
COMPLY WITH THE REQUIREMENTS OF CENTRAL GOVERNMENT.

THE SCHOOL IS COMMITTED TO ENSURING COMPLIANCE WITH DATA
PROTECTION LEGISLATION. THE SCHOOL REGARDS THE LAWFUL AND
CORRECT TREATMENT OF PERSONAL INFORMATION AS ESSENTIAL TO ITS
SUCCESSFUL OPERATIONS AND TO MAINTAINING CONFIDENCE BETWEEN
BUBWITH PRIMARY SCHOOL AND THOSE WITH WHOM IT CARRIES OUT
BUSINESS. THE SCHOOL FULLY ENDORSES THE PRINCIPLES OF DATA
PROTECTION BY DESIGN AND DEFAULT. TO THIS END, THE SCHOOL WILL
ENSURE ITS DATA PROTECTION OFFICER IS ABLE TO FULFIL THEIR TASKS AS
DEFINED IN DATA PROTECTION LEGISLATION.

THIRD PARTIES WHO HAVE ACCESS TO PERSONAL DATA WILL BE EXPECTED
TO HAVE READ AND UNDERSTOOD THIS POLICY. NO THIRD PARTY WILL BE
ABLE TO ACCESS PERSONAL DATA WITHOUT BEING COMMITTED TO HAVING
OBLIGATIONS NO LESS ONEROUS THAN BUBWITH PRIMARY SCHOOL. THE
SCHOOL WILL MAKE EVERY EFFORT TO ENSURE DATA SUBJECTS CAN
EXERCISE THEIR RIGHTS. ANY BREACH OF DATA PROTECTION LEGISLATION
WILL BE DEALT WITH AS A MATTER OF URGENCY. IF REQUIRED, BREACHES

? REFERS TO INFORMATION SOCIETY SERVICES AS DEFINED BY THE ELECTRONIC COMMERCE REGULATIONS 2002
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WILL BE REPORTED TO THE APPROPRIATE AUTHORITIES AND DEALT WITH
AS CRIMINAL OFFENCE. THE SCHOOL IS COMMITTED TO WORKING WITH THE
ICO IN ALL AREAS RELATING TO PERSONAL DATA.

CORPORATE REQUIREMENTS

BUBWITH PRIMARY SCHOOL IS A DATA CONTROLLER AS DEFINED BY DATA
PROTECTION LEGISLATION. IT IS THE RESPONSIBILITY OF THE GOVERNORS
TO ENSURE COMPLIANCE WITH DATA PROTECTION LEGISLATION. HOWEVER
THE HEAD TEACHER IS RESPONSIBLE FOR ENSURING COMPLIANCE WITHIN
THE DAY TO DAY ACTIVITIES OF THE SCHOOL.

ALL THOSE IN MANAGERIAL OR SUPERVISORY ROLES THROUGHOUT THE
SCHOOL ARE RESPONSIBLE FOR ENCOURAGING GOOD INFORMATION
HANDLING PRACTICES. COMPLIANCE WITH DATA PROTECTION LEGISLATION
AND THIS POLICY IS THE RESPONSIBILITY OF ALL EMPLOYEES.

EMPLOYEES ARE RESPONSIBLE FOR ENSURING THAT ANY PERSONAL DATA
ABOUT THEM AND SUPPLIED BY THEM IS ACCURATE AND UP-TO-DATE. ALL
EMPLOYEES WHO PROCESS PERSONAL DATA ARE RESPONSIBLE FOR THEIR
OWN COMPLIANCE WITH DATA PROTECTION LEGISLATION AND THIS POLICY.
FAILURE TO DO SO MAY RESULT IN DISCIPLINARY ACTION WHICH COULD
LEAD TO DISMISSAL. THE SCHOOL'’S TRAINING PROCEDURE SETS OUT THE
SPECIFIC  TRAINING REQUIREMENTS AND AWARENESS RAISING
REQUIREMENTS.

THE SCHOOL'S APPOINTED DATA PROTECTION OFFICER (DPO) IS
ACCOUNTABLE TO THE GOVERNING BODY AND WILL ENSURE THAT THE
TASKS OUTLINED WITHIN DATA PROTECTION LEGISLATION ARE FULFILLED.

THE FIRST POINT OF CONTACT FOR DATA PROTECTION MATTERS IS BY
EMAIL TO BUBWITH.PRIMARY @EASTRIDING.GOV.UK; HOWEVER ANYONE HAS
THE RIGHT TO SPEAK TO THE DPO ABOUT THEIR TASKS.

POLICY DEVELOPMENT INCLUDING CONSULTATION

THE FOLLOWING PEOPLE AND GROUPS WERE CONSULTED IN
DEVELOPMENT OF THIS POLICY:

EAST RIDING OF YORKSHIRE COUNCIL (AS PART OF A TRADED SERVICE)

IT GOVERNANCE LTD AS PART OF THE EAST RIDING OF YORKSHIRE
COUNCIL'S TRADED SERVICE (THIS DOCUMENT CONTAINS MATERIAL THAT IS
DISTRIBUTED UNDER LICENCE FROM IT GOVERNANCE LTD. NO
REPRODUCTION OR DISTRIBUTION OF THIS MATERIAL IS ALLOWED OUTSIDE
OF YOUR ORGANISATION WITHOUT THE PERMISSION OF IT GOVERNANCE
LTD.)
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LINKS WITH OTHER POLICIES AND STRATEGIES

THIS POLICY LINKS TO OTHER DOCUMENTS:

PUPIL INTERNET USAGE POLICY

STAFF INTERNET ACCEPTABLE USE POLICY
HR POLICY

DATA COLLECTION SHEETS
SAFEGUARDING POLICY

DATA PROTECTION PRINCIPLES

ALL PROCESSING OF PERSONAL DATA MUST BE CONDUCTED IN
ACCORDANCE WITH DATA PROTECTION PRINCIPLES. THE SCHOOL’S
POLICIES AND PROCEDURES ARE DESIGNED TO ENSURE COMPLIANCE WITH
THESE PRINCIPLES.

1. PERSONAL DATA MUST BE PROCESSED LAWFULLY, FAIRLY AND
TRANSPARENTLY

LAWFUL - IDENTIFY A LAWFUL BASIS BEFORE YOU CAN PROCESS
PERSONAL DATA. THESE ARE OFTEN REFERRED TO AS THE “CONDITIONS
FOR PROCESSING”, FOR EXAMPLE CONSENT.

FAIRLY — IN ORDER FOR PROCESSING TO BE FAIR, THE DATA CONTROLLER
HAS TO MAKE CERTAIN INFORMATION AVAILABLE TO THE DATA SUBJECTS
AS PRACTICABLE. THIS APPLIES WHETHER THE PERSONAL DATA WAS
OBTAINED DIRECTLY FROM THE DATA SUBJECTS OR FROM OTHER
SOURCES.

TRANSPARENTLY — DATA PROTECTION LEGISLATION INCLUDES RULES ON
GIVING PRIVACY INFORMATION TO DATA SUBJECTS. THESE ARE DETAILED
AND SPECIFIC, PLACING AN EMPHASIS ON MAKING PRIVACY NOTICES
UNDERSTANDABLE AND  ACCESSIBLE. INFORMATION MUST BE
COMMUNICATED TO THE DATA SUBJECT IN AN INTELLIGIBLE FORM USING
CLEAR AND PLAIN LANGUAGE.

2. PERSONAL DATA CAN ONLY BE COLLECTED FOR SPECIFIC, EXPLICIT AND
LEGITIMATE PURPOSES

DATA OBTAINED FOR SPECIFIED PURPOSES MUST NOT BE USED FOR A
PURPOSE THAT DIFFERS FROM THOSE FORMALLY NOTIFIED TO THE ICO,
OUTLINED ON THE SCHOOL’S RECORDS OF PROCESSING OR IN LINE WITH
THIS POLICY.

3. PERSONAL DATA MUST BE ADEQUATE, RELEVANT AND LIMITED TO WHAT
IS NECESSARY FOR PROCESSING

BUBWITH PRIMARY SCHOOL DOES NOT COLLECT INFORMATION THAT IS NOT
STRICTLY NECESSARY FOR THE PURPOSE FOR WHICH IT IS OBTAINED. ALL DATA
COLLECTION FORMS (ELECTRONIC OR PAPER-BASED), INCLUDING DATA
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COLLECTION REQUIREMENTS IN NEW INFORMATION SYSTEMS, MUST BE
INCLUDED IN A FAIR PROCESSING STATEMENT OR LINK TO PRIVACY STATEMENT
AND APPROVED BY THE DPO. THE DPO WILL ENSURE THAT, ON A REGULAR BASIS
ALL DATA COLLECTION METHODS ARE REVIEWED TO ENSURE THAT COLLECTED
DATA CONTINUES TO BE ADEQUATE, RELEVANT AND NOT EXCESSIVE.

4. PERSONAL DATA MUST BE ACCURATE AND KEPT UP TO DATE WITH EVERY
EFFORT TO ERASE OR RECTIFY WITHOUT DELAY

DATA THAT IS STORED BY THE SCHOOL MUST BE REVIEWED AND UPDATED
AS NECESSARY. NO DATA SHOULD BE KEPT UNLESS IT IS REASONABLE TO
ASSUME THAT IT IS ACCURATE. THE DPO IS RESPONSIBLE FOR ENSURING
THAT ALL STAFF ARE TRAINED IN THE IMPORTANCE OF COLLECTING
ACCURATE DATA AND MAINTAINING IT.

IT IS THE RESPONSIBILITY OF THE DATA SUBJECT TO ENSURE THAT DATA
HELD BY THE SCHOOL IS ACCURATE AND UP TO DATE. PUPILS, PARENTS,
EMPLOYEES AND SUPPLIERS SHOULD BE REQUIRED TO NOTIFY THE SCHOOL
ADMINISTRATOR OF ANY CHANGES IN CIRCUMSTANCE TO ENABLE
PERSONAL RECORDS TO BE UPDATED ACCORDINGLY. PROCESSES WILL BE
IN PLACE TO ALLOW FOR THE UPDATING OF RECORDS. IT IS THE
RESPONSIBILITY OF THE SCHOOL ADMINISTRATOR TO ENSURE THAT ANY
NOTIFICATION REGARDING CHANGE OF CIRCUMSTANCES IS RECORDED AND
ACTED UPON.

THE DPO IS RESPONSIBLE FOR ENSURING THAT APPROPRIATE PROCEDURES
AND POLICIES ARE IN PLACE TO KEEP PERSONAL DATA ACCURATE AND UP
TO DATE. ON A REGULAR BASIS THE DPO WILL REVIEW THESE PROCESSES
AND RETENTION DATES FOR PERSONAL DATA PROCESSED BY THE SCHOOL.

THE DPO IS RESPONSIBLE FOR MAKING APPROPRIATE ARRANGEMENTS SO
THAT, THIRD-PARTY ORGANISATIONS THAT MAY HAVE BEEN PASSED
INACCURATE OR OUT-OF-DATE PERSONAL DATA ARE INFORMED, ENSURING
IT IS NOT USED TO INFORM DECISIONS ABOUT THE INDIVIDUALS CONCERNED.

5. PERSONAL DATA MUST BE KEPT IN A FORM SUCH THAT THE DATA
SUBJECT CAN BE IDENTIFIED ONLY AS LONG AS IS NECESSARY FOR
PROCESSING.

WHERE POSSIBLE, PERSONAL DATA WILL BE MINIMISED, ENCRYPTED OR
PSEUDONYMISED IN ORDER TO PROTECT THE IDENTITY OF THE DATA
SUBJECT IN THE EVENT OF A DATA BREACH.

PERSONAL DATA WILL BE RETAINED IN LINE WITH THE RETENTION SCHEDULE
AND, ONCE ITS RETENTION DATE IS PASSED, IT MUST BE SECURELY
DESTROYED. ANY DATA RETENTION THAT EXCEEDS THE RETENTION PERIOD
MUST BE APPROVED BY THE HEAD TEACHER. THEY MUST ENSURE THAT THE
JUSTIFICATION IS CLEARLY IDENTIFIED AND IN LINE WITH THE
REQUIREMENTS OF DATA PROTECTION LEGISLATION.
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6. PERSONAL DATA MUST BE PROCESSED IN A MANNER THAT ENSURES
THE APPROPRIATE SECURITY

THE DPO WILL CARRY OUT RISK ASSESSMENTS TAKING INTO ACCOUNT HOW
STATE OF THE ART TECHNICAL MEASURES ARE, THE COSTS OF
IMPLEMENTATION AND THE RISK/LIKELIHOOD TO INDIVIDUALS IF A SECURITY
BREACH OCCURS, THE EFFECT OF ANY SECURITY BREACH ON THE SCHOOL
ITSELF, AND ANY LIKELY REPUTATIONAL DAMAGE INCLUDING THE POSSIBLE
LOSS OF CUSTOMER TRUST.

BOTH BUBWITH PRIMARY SCHOOL (AS CONTROLLER) AND ITS PROCESSORS
SHALL IMPLEMENT APPROPRIATE TECHNICAL AND ORGANISATIONAL
MEASURES TO ENSURE A LEVEL OF SECURITY APPROPRIATE TO THE RISK,
INCLUDING WHERE APPROPRIATE:

e THE PSEUDONYMISATION AND ENCRYPTION OF PERSONAL DATA,

e THE ABILITY TO ENSURE THE ONGOING CONFIDENTIALITY, INTEGRITY,
AVAILABILITY AND RESILIENCE OF PROCESSING SYSTEMS AND SERVICES;

e THE ABILITY TO RESTORE THE AVAILABILITY AND ACCESS TO PERSONAL
DATA IN A TIMELY MANNER IN THE EVENT OF A PHYSICAL OR TECHNICAL
INCIDENT,

¢ A PROCESS FOR REGULARLY TESTING, ASSESSING AND EVALUATING THE
EFFECTIVENESS OF TECHNICAL AND ORGANISATIONAL MEASURES FOR
ENSURING THE SECURITY OF THE PROCESSING.

THE POLICIES AND STRATEGIES IDENTIFIED IN SECTION 6 OF THIS POLICY (6.
LINKS WITH OTHER POLICIES AND STRATEGIES) MUST ALSO BE CONSIDERED.

7. THE CONTROLLER MUST BE ABLE TO DEMONSTRATE COMPLIANCE WITH
THE GDPR’S OTHER PRINCIPLES (ACCOUNTABILITY)

DATA PROTECTION LEGISLATION INCLUDES PROVISIONS THAT PROMOTE
ACCOUNTABILITY AND GOVERNANCE. THESE COMPLEMENT THE
TRANSPARENCY REQUIREMENTS. THIS ACCOUNTABILITY ADDITIONAL
PRINCIPLE REQUIRES THE SCHOOL TO DEMONSTRATE THAT IT COMPLIES
WITH THE PRINCIPLES AND STATES EXPLICITLY THAT THIS IS THE
RESPONSIBILITY OF BUBWITH PRIMARY SCHOOL.

THE SCHOOL DEMONSTRATES THIS COMPLIANCE THROUGH THIS POLICY,
ADHERING TO CODES OF CONDUCT, IMPLEMENTING TECHNICAL AND
ORGANISATIONAL MEASURES, AS WELL AS ADOPTING TECHNIQUES SUCH
AS DATA PROTECTION BY DESIGN, AND ESTABLISHING FORMAL
PROCEDURES IN RELATION TO DATA PROTECTION.
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DATA SUBJECTS’ RIGHTS

DATA SUBJECTS HAVE THE FOLLOWING RIGHTS REGARDING DATA
PROCESSING, AND THE DATA THAT IS RECORDED ABOUT THEM:

e TO MAKE SUBJECT ACCESS REQUESTS REGARDING THE NATURE OF
INFORMATION HELD AND TO WHOM IT HAS BEEN DISCLOSED.

e TO PREVENT PROCESSING LIKELY TO CAUSE DAMAGE OR DISTRESS.

e TO PREVENT PROCESSING FOR PURPOSES OF DIRECT MARKETING.

e TO BE INFORMED ABOUT THE MECHANICS OF AUTOMATED DECISION-
TAKING PROCESS THAT WILL SIGNIFICANTLY AFFECT THEM.

e TO NOT HAVE SIGNIFICANT DECISIONS THAT WILL AFFECT THEM TAKEN
SOLELY BY AUTOMATED PROCESS.

e TO TAKE ACTION TO RECTIFY, BLOCK, ERASE, INCLUDING THE RIGHT TO
BE FORGOTTEN, OR DESTROY INACCURATE DATA.

e TO REQUEST THE ICO ASSESS WHETHER ANY PROVISION OF THE DATA
PROTECTION LEGISLATION HAS BEEN CONTRAVENED.

e TO HAVE PERSONAL DATA PROVIDED TO THEM IN A STRUCTURED,
COMMONLY USED AND MACHINE-READABLE FORMAT, AND THE RIGHT TO
HAVE THAT DATA TRANSMITTED TO ANOTHER CONTROLLER (PORTED).

e TO OBJECT TO ANY AUTOMATED PROFILING THAT IS OCCURRING
WITHOUT CONSENT.

THE SCHOOL MAKES EVERY EFFORT TO ENSURE THAT DATA SUBJECTS MAY
EXERCISE THESE RIGHTS. A DATA SUBJECT MAY MAKE A DATA ACCESS
REQUEST. THESE REQUESTS ARE UNDER NORMAL CIRCUMSTANCES FREE
OF CHARGE AND WILL BE DEALT WITH IN ONE MONTH (ALTHOUGH THEY CAN
BE EXTENDED BY TWO MONTHS IN SOME CIRCUMSTANCES).

IN ADDITION, PARENTS HAVE THEIR OWN INDEPENDENT RIGHT UNDER THE
EDUCATION (PUPIL INFORMATION) (ENGLAND) REGULATIONS 2006 OF
ACCESS TO THE OFFICIAL EDUCATION RECORDS OF THEIR CHILDREN.
STUDENTS DO NOT HAVE A RIGHT TO PREVENT THEIR PARENTS FROM
OBTAINING A COPY OF THEIR SCHOOL RECORDS. AS PART OF THIS
PROCESS THE SCHOOL WILL APPLY THE APPROPRIATE CHARGE FOR
PROVIDING COPIES OF RECORDS.

PERSONAL DATA MUST NOT BE DISCLOSED ABOUT A THIRD PARTY EXCEPT
IN ACCORDANCE WITH DATA PROTECTION LEGISLATION. IF IT APPEARS
ABSOLUTELY NECESSARY TO DISCLOSE INFORMATION ABOUT A THIRD
PARTY, ADVICE SHOULD BE SOUGHT FROM THE DPO.

DATA SUBJECTS ALSO HAVE THE RIGHT TO COMPLAIN TO THE SCHOOL IN
RELATION TO THE PROCESSING OF THEIR PERSONAL DATA, THE HANDLING
OF A REQUEST FROM A DATA SUBJECT AND APPEALS FROM A DATA
SUBJECT ON HOW COMPLAINTS HAVE BEEN HANDLED. THIS WILL BE DONE
IN LINE WITH THE SCHOOL’S COMPLAINTS POLICY/PROCEDURES.
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DISCLOSURE OF DATA

THE SCHOOL ENSURES THAT PERSONAL DATA IS NOT DISCLOSED TO
UNAUTHORISED THIRD PARTIES WHICH INCLUDES FAMILY MEMBERS,
FRIENDS, SUPPLIERS, GOVERNMENT BODIES AND OTHER PUBLIC SECTOR
ORGANISATIONS. ALL EMPLOYEES SHOULD EXERCISE CAUTION WHEN
ASKED TO DISCLOSE PERSONAL DATA HELD ON ANOTHER INDIVIDUAL TO A
THIRD PARTY.

ALL REQUESTS TO PROVIDE DATA MUST BE SUPPORTED BY THE
APPROPRIATE DOCUMENTATION. DATA PROTECTION LEGISLATION PERMITS
DISCLOSURES FOR A NUMBER OF REASONS WITHOUT CONSENT, THESE
INCLUDE:

e TO SAFEGUARD NATIONAL SECURITY;

e PREVENTION OR DETECTION OF CRIME INCLUDING THE APPREHENSION
OR PROSECUTION OF OFFENDERS;

e ASSESSMENT OR COLLECTION OF TAX DUTY;

e DISCHARGE OF REGULATORY FUNCTIONS (INCLUDES HEALTH, SAFETY
AND WELFARE OF PERSONS AT WORK);

e TO PREVENT SERIOUS HARM TO A THIRD PARTY; AND

e TO PROTECT THE VITAL INTERESTS OF THE INDIVIDUAL, THIS REFERS TO
LIFE AND DEATH SITUATIONS.

IT IS THE RESPONSIBILITY OF EMPLOYEES TO ENSURE THAT THEY HAVE THE
AUTHORITY TO SHARE INFORMATION AND THAT THE RECIPIENT IS
AUTHORISED TO RECEIVE SUCH INFORMATION. FAILURE TO DO SO COULD
LEAD TO ACTION UNDER THE SCHOOL'’S DISCIPLINARY PROCEDURE (AND, IN
EXCEPTIONAL CIRCUMSTANCES, CRIMINAL CHARGES).

ADVICE SHOULD ALWAYS BE SOUGHT FROM THE DPO IF THERE IS ANY
UNCERTAINTY AROUND THE DISCLOSURE OF INFORMATION.

DATA TRANSFERS

ALL EXPORTS OF DATA FROM WITHIN THE EUROPEAN ECONOMIC AREA
(EEA) TO NON-EUROPEAN ECONOMIC AREA COUNTRIES (REFERRED TO IN
THE GDPR AS ‘THIRD COUNTRIES’) ARE UNLAWFUL UNLESS THERE IS AN
APPROPRIATE ‘LEVEL OF PROTECTION FOR THE FUNDAMENTAL RIGHTS OF
THE DATA SUBJECTS'.

THE TRANSFER OF PERSONAL DATA OUTSIDE OF THE EEA IS PROHIBITED
UNLESS ONE OR MORE OF THE SPECIFIED SAFEGUARDS, OR EXCEPTIONS,
APPLY:

AN ADEQUACY DECISION.
PRIVACY SHIELD.

BINDING CORPORATE RULES.
MODEL CONTRACT CLAUSES.
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EXCEPTIONS, IN THE ABSENCE OF THE ABOVE A TRANSFER OF PERSONAL
DATA TO A THIRD COUNTRY OR INTERNATIONAL ORGANISATION, SHALL
ONLY TAKE PLACE ON ONE OF THE FOLLOWING CONDITIONS:

e THE DATA SUBJECT HAS EXPLICITLY CONSENTED TO THE PROPOSED
TRANSFER, AFTER HAVING BEEN INFORMED OF THE POSSIBLE RISKS OF
SUCH TRANSFERS FOR THE DATA SUBJECT DUE TO THE ABSENCE OF AN
ADEQUACY DECISION AND APPROPRIATE SAFEGUARDS;

e THE TRANSFER IS NECESSARY FOR THE PERFORMANCE OF A
CONTRACT BETWEEN THE DATA SUBJECT AND THE DATA CONTROLLER
OR THE IMPLEMENTATION OF PRE-CONTRACTUAL MEASURES TAKEN AT
THE DATA SUBJECT'S REQUEST,

e THE TRANSFER IS NECESSARY FOR THE CONCLUSION OR
PERFORMANCE OF A CONTRACT CONCLUDED IN THE INTEREST OF THE
DATA SUBJECT BETWEEN THE DATA CONTROLLER AND ANOTHER
NATURAL OR LEGAL PERSON,;

e THE TRANSFER IS NECESSARY FOR IMPORTANT REASONS OF PUBLIC
INTEREST,

e THE TRANSFER IS NECESSARY FOR THE ESTABLISHMENT, EXERCISE OR
DEFENCE OF LEGAL CLAIMS; AND/OR

e THE TRANSFER IS NECESSARY IN ORDER TO PROTECT THE VITAL
INTERESTS OF THE DATA SUBJECT OR OF OTHER PERSONS, WHERE THE
DATA SUBJECT IS PHYSICALLY OR LEGALLY INCAPABLE OF GIVING
CONSENT.

CONSENT

BUBWITH PRIMARY SCHOOL UNDERSTANDS ‘CONSENT’ TO MEAN THAT THE
DATA SUBJECT HAS BEEN FULLY INFORMED OF THE INTENDED PROCESSING
AND HAS SIGNIFIED THEIR AGREEMENT, WHILE IN A FIT STATE OF MIND TO
DO SO AND WITHOUT PRESSURE BEING EXERTED UPON THEM. CONSENT
OBTAINED UNDER DURESS OR ON THE BASIS OF MISLEADING INFORMATION
WILL NOT BE VALID.

THERE MUST BE SOME ACTIVE COMMUNICATION BETWEEN THE PARTIES TO
DEMONSTRATE ACTIVE CONSENT. CONSENT CANNOT BE INFERRED FROM
NON-RESPONSE TO A COMMUNICATION. THE DATA CONTROLLER MUST BE
ABLE TO DEMONSTRATE THAT CONSENT WAS OBTAINED FOR THE
PROCESSING OPERATION. FOR SPECIAL CATEGORIES DATA, EXPLICIT
WRITTEN CONSENT OF DATA SUBJECTS MUST BE OBTAINED UNLESS AN
ALTERNATIVE LEGITIMATE BASIS FOR PROCESSING EXISTS.

WHERE THE SCHOOL PROVIDES ONLINE SERVICES TO CHILDREN, PARENTAL
OR CUSTODIAL AUTHORISATION MUST BE OBTAINED. THIS REQUIREMENT
APPLIES TO CHILDREN UNDER THE AGE OF 13.

WHETHER OR NOT A PHOTOGRAPH NEEDS TO BE PROTECTED OR FALLS
UNDER DATA PROTECTION LEGISLATION CAN BE OPEN TO INTERPRETATION
AND THE QUALITY OF THE PHOTOGRAPH. HOWEVER, THE SCHOOL TAKES
THIS MATTER EXTREMELY SERIOUSLY AND SEEKS TO OBTAIN PARENTS’
CONSENT FOR THE USE OF PHOTOGRAPHS OUTSIDE THE SCHOOL AND, IN
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PARTICULAR, TO RECORD THEIR WISHES IF THEY DO NOT WANT
PHOTOGRAPHS TO BE TAKEN OF THEIR CHILDREN.

PROCESSORS AND CONTRACTS

THE SCHOOL WILL ENSURE THAT ANY PROCESSOR IT ENGAGES HAVE A
WRITTEN CONTRACT OR AGREEMENT IN PLACE. THIS IS IMPORTANT SO
BOTH PARTIES UNDERSTAND THEIR RESPONSIBILITIES AND LIABILITIES.
PROCESSORS MUST ONLY EVER ACT ON DOCUMENTED INSTRUCTIONS. TO
BE COMPLIANT WITH DATA PROTECTION LEGISLATION CONTRACTS MUST
INCLUDE SPECIFIC ITEMS.

RETENTION AND DISPOSAL OF DATA

THE SCHOOL WILL NOT KEEP PERSONAL DATA IN A FORM THAT PERMITS
IDENTIFICATION OF DATA SUBJECTS FOR LONGER THAN IS NECESSARY, IN
RELATION TO THE PURPOSE(S) FOR WHICH IT WAS ORIGINALLY COLLECTED.
IT MAY STORE DATA FOR LONGER PERIODS IF THE PERSONAL DATA WILL BE
PROCESSED SOLELY FOR ARCHIVING PURPOSES IN THE PUBLIC INTEREST,
SCIENTIFIC OR HISTORICAL RESEARCH PURPOSES OR STATISTICAL
PURPOSES, SUBJECT TO THE IMPLEMENTATION OF APPROPRIATE
TECHNICAL AND ORGANISATIONAL MEASURES TO SAFEGUARD THE RIGHTS
AND FREEDOMS OF THE DATA SUBJECT.

THE RETENTION PERIOD FOR EACH CATEGORY OF PERSONAL DATA WILL BE
SET OUT IN THE SCHOOL’S RETENTION SCHEDULES.

PERSONAL DATA MUST BE DISPOSED OF SECURELY IN ACCORDANCE WITH
DATA PROTECTION PRINCIPLE 6. APPROPRIATE PROCEDURES MUST BE
FOLLOWED WHEN DISPOSING OF PERSONAL INFORMATION. THE SCHOOL
WILL ENSURE THAT SECURE DISPOSAL METHODS ARE AVAILABLE TO STAFF.

DATA INVENTORY

THE SCHOOL HAS ESTABLISHED RECORDS OF PROCESSING ACTIVITY
WHICH HELP DETERMINE THE FLOW OF DATA THROUGH THE
ORGANISATION. THE SCHOOL IS AWARE OF ANY RISKS ASSOCIATED WITH
THE PROCESSING OF PARTICULAR TYPES OF PERSONAL DATA AND THE
LEVEL OF RISK TO INDIVIDUALS ASSOCIATED WITH THE PROCESSING OF
THEIR PERSONAL DATA.

IMPACT ASSESSMENTS

THE SCHOOL WILL IMPLEMENT TECHNICAL AND ORGANISATIONAL
MEASURES TO ENSURE THAT BY DEFAULT, PERSONAL DATA IS PROCESSED
WERE NECESSARY. DATA PROTECTION IMPACT ASSESSMENTS (DPIAS) WILL
BE CARRIED OUT IN RELATION TO THE PROCESSING OF PERSONAL DATA,
AND IN RELATION TO PROCESSING UNDERTAKEN BY OTHER
ORGANISATIONS ON BEHALF OF THE SCHOOL.
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WHERE A TYPE OF PROCESSING, IN PARTICULAR USING NEW
TECHNOLOGIES AND TAKING INTO ACCOUNT THE NATURE, SCOPE,
CONTEXT AND PURPOSES OF THE PROCESSING, PRESENTS A RISK TO THE
RIGHTS AND FREEDOMS OF AN INDIVIDUAL, THE SCHOOL, PRIOR TO THE
PROCESSING, WILL CARRY OUT A DPIA. A SINGLE DPIA MAY ADDRESS A SET
OF SIMILAR PROCESSING OPERATIONS THAT PRESENT SIMILAR HIGH RISKS.

WHERE, AS A RESULT OF A DPIA, IT IS CLEAR THAT THE SCHOOL IS ABOUT
TO COMMENCE PROCESSING OF PERSONAL DATA THAT COULD CAUSE
DAMAGE AND/OR DISTRESS TO THE DATA SUBJECTS, OR IS DEEMED HIGH
RISK (INCLUDING TO THE REPUTATION OF THE SCHOOL), THE DPIA MUST BE
ESCALATED FOR REVIEW TO THE DPO. THE DPO SHALL, IF THERE ARE
SIGNIFICANT CONCERNS, EITHER AS TO THE POTENTIAL DAMAGE OR
DISTRESS, OR THE QUANTITY OF DATA CONCERNED, ESCALATE THE
MATTER TO THE ICO.

INCIDENTS AND BREACHES

THE SCHOOL WILL ALWAYS TREAT ANY DATA PROTECTION
INCIDENT/BREACH AS A SERIOUS ISSUE. IN THE EVENT OF A BREACH, OR
SUSPECTED BREACH (INCIDENT), THE DPO MUST BE INFORMED
IMMEDIATELY.

AN INVESTIGATION WILL TAKE PLACE IN LINE WITH THE SCHOOL’S
PROCEDURES. THIS INCLUDES HUMAN RESOURCES TO ENSURE ANY
DISCIPLINARY ACTION IS TAKEN IF DEEMED APPROPRIATE AND LEGAL
SERVICES. THE POINT OF CONTACT FOR THE ICO IS THE DPO.

THE SCHOOL HAS AN OBLIGATION TO REPORT CERTAIN DATA PROTECTION
BREACHES TO THE ICO WITHIN 72 HOURS OF THE DPO BEING MADE AWARE.
THE DPO WILL NOTIFY THE ICO FOLLOWING AN ASSESSMENT OF THE
BREACH. IF REQUIRED THE DPO WILL ALSO ARRANGE FOR THE AFFECTED
DATA SUBJECTS TO BE NOTIFIED. ANY DATA PROCESSORS THE SCHOOL IS
WORKING WITH ARE ALSO REQUIRED TO REPORT DATA PROTECTION
BREACHES TO THE ICO, AS WELL AS COOPERATE WITH THE ICO TO
RESOLVE THE ISSUE. DATA PROCESSORS MUST ALSO NOTIFY THE SCHOOL
OF ANY BREACH WHICH AFFECTS THE SCHOOL’S PERSONAL INFORMATION,
WITHIN THE 72 HOUR WINDOW.

THE I1ICO HAS THE AUTHORITY TO SANCTION SIGNIFICANT FINANCIAL
PENALTIES OF UP TO €20 MILLION OR 4% OF GLOBAL TURNOVER (FINES IN
THE UK WILL BE BASED ON THE CURRENT EXCHANGE RATE). DATA
PROCESSORS ALSO HOLD LIABILITY FOR DATA PROTECTION BREACHES.

THE SCHOOL RECOGNISES DATA SUBJECTS’ RIGHT TO COMPENSATION IF
THEY HAVE SUFFERED MATERIAL OR NON-MATERIAL DAMAGE AS A RESULT
OF AN INFRINGEMENT OF DATA PROTECTION LEGISLATION. ANY CLAIM FOR
COMPENSATION WILL BE DEALT WITH THROUGH THE NORMAL
PROCEDURES.
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RISK MANAGEMENT

AS PART OF THE SCHOOL'S APPROACH TO RISK MANAGEMENT, THE
FOLLOWING MUST BE ADHERED TO BY ALL STAFF:

e DATA PROTECTION REQUEST PROCEDURE, DATA PROTECTION BREACH
PROCEDURE, DATA PROTECTION IMPACT ASSESSMENT PROCEDURE,
REDACTION GUIDANCE, CLEAR DESK AND SCREEN GUIDANCE,
HANDLING PERSONAL DATA GUIDANCE, PRIVACY NOTICE AND
CONSENT GUIDANCE, PROCESSORS AND CONTRACTS GUIDANCE

TRAINING

IT IS THE SCHOOL POLICY THAT ALL EMPLOYEES AND PROCESSORS WHO
HAVE ACCESS TO PERSONAL DATA RECEIVE THE APPROPRIATE TRAINING,
IN ORDER TO COMPLY WITH DATA PROTECTION LEGISLATION. THE SCHOOL
WILL ACCORDINGLY ENSURE THAT DATA PROTECTION TRAINING IS
AVAILABLE FOR STAFF.

TRAINING IN DATA PROTECTION MATTERS SHOULD BE PROVIDED BEFORE
ANY ACCESS TO PERSONAL DATA IS PERMITTED, AND MANDATORY
REFRESHER TRAINING SHOULD BE UNDERTAKEN AT INTERVALS
THEREAFTER TO MAINTAIN AWARENESS. THE DPO IS RESPONSIBLE FOR
ENSURING APPROPRIATE TRAINING HAS BEEN UNDERTAKEN, INCLUDING
FOR TEMPORARY OR CONTRACTED STAFF.

DATA PROTECTION TRAINING IS A CRUCIAL ELEMENT OF STAFF
AWARENESS. ALL INDIVIDUALS NEED TO BE AWARE OF THEIR
OBLIGATIONS RELATING TO ANY PERSONAL DATA THEY PROCESS AS
PART OF THEIR WORK DUTIES. FAILURE TO ADHERE TO THIS POLICY CAN
RESULT IN SERIOUS MISCONDUCT AND LEAD TO THE PROSECUTION OF
EMPLOYEES.

OUTCOMES AND IMPACTS

e PREVENT THE INAPPROPRIATE USE OF PERSONAL DATA HELD BY THE
SCHOOL.

e ENSURE EMPLOYEES ARE AWARE OF THEIR RESPONSIBILITIES FOR
HANDLING PERSONAL DATA AND THAT FAILURE TO DO SO COULD
RESULT IN DISCIPLINARY PROCEEDINGS AND IN SOME CASES CRIMINAL
PROCEEDINGS.

e ENSURE SERVICES AND EMPLOYEES KNOW WHO TO CONTACT FOR
ADVICE.

e TRAINING REQUIREMENTS ARE IDENTIFIED AND STAFF HAVE THE
REQUIRED LEVEL OF DATA PROTECTION KNOWLEDGE.

e UPHOLD DATA SUBJECTS’ RIGHTS.

e DATA PROCESSORS WORKING ON BEHALF OF THE SCHOOL ARE AWARE
OF THEIR RESPONSIBILITIES AND HANDLE PERSONAL DATA |IN
ACCORDANCE WITH THIS POLICY.

e THE SCHOOL HAS AN APPOINTED DPO AND HIS/HER DUTIES ARE
DEFINED.

e THE SCHOOL IS COMPLIANT WITH DATA PROTECTION LEGISLATION.


http://insight.eastriding.gov.uk/corporate-information/data-protection/?locale=en
http://insight.eastriding.gov.uk/corporate-information/data-protection/?locale=en
http://insight.eastriding.gov.uk/corporate-information/data-protection/?locale=en
http://insight.eastriding.gov.uk/corporate-information/information-management/data-protection/
http://insight.eastriding.gov.uk/corporate-information/information-management/data-protection/
http://insight.eastriding.gov.uk/corporate-information/data-protection/?locale=en
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EVALUATION

THE DATA PROTECTION POLICY WILL BE SUBJECT TO A TWO YEARLY
REVIEW TO ENSURE THAT IT IS APPROPRIATE AND RESPONSIVE TO ALL
RELEVANT LEGISLATION AND GUIDANCE.

REFERENCES

DATA PROTECTION ACT 2018

DATA PROTECTION ACT 1998

HTTPS://ICO.ORG.UK/

GENERAL DATA PROTECTION REGULATION - HTTP://EUR-
LEX.EUROPA.EU/LEGAL-
CONTENT/EN/TXT/?URI=0J%3AL%3A2016%3A119%3ATOC
CRIME DIRECTIVE -
HTTPS://WWW.GOV.UK/GOVERNMENT/UPLOADS/SYSTEM/UPLOADS/ATTACH
MENT DATA/FILE/644827/LED DOCUMENT.PDF
HTTPS:/WWW.PRIVACYSHIELD.GOV/WELCOME

HUMAN RIGHTS ACT 1998

FREEDOM OF INFORMATION ACT 2000



http://www.legislation.gov.uk/ukpga/1998/29/contents
https://ico.org.uk/
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=OJ%3AL%3A2016%3A119%3ATOC
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=OJ%3AL%3A2016%3A119%3ATOC
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=OJ%3AL%3A2016%3A119%3ATOC

